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Decision/action requested

It is proposed to approve the solution for the KI#2
2
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3
Rationale

The UEs using priority access can be distinguished from other non-priority access UEs based on RRC establishment cause sent during connection establishment and based on RRC resume cause when UEs transition from RRC_INACTIVE state to RRC_CONNECTED state. The options for the resume cause values are the same as for the establishment cause values. This solution addresses the threat arising from the plain text RRC resume cause.

The RRC resume cause is in plain text in the RRCResumeRequest message, which is sent in SRB0, that is neither confidentiality nor integrity protected. 

The plain text RRC resume cause in the unprotected RRCResumeRequest is an attack vector that could be exploited by an adversary to track a specific user of UEs using priority access and could be exploited to identify a group of UEs using priority access. 

Leaving the above attack vector untreated poses a privacy threat to the users of these UEs. The solution proposes to provide confidentiality protection of the RRC resume cause to mitigate the privacy threat.
4
Detailed proposal

*** BEGIN CHANGES ***
6.X
Solution #X: Confidentiality protection-based privacy protection of RRC Resume Cause

6.X.1
Introduction

The solution addresses Key Issue#2 (User Identified by Priority Access).

This solution proposes to introduce confidentiality protection of the clear text ‘resumeCause’ information element in the RRCResumeRequest message using a symmetric key. 

6.X.2
Solution details

The UE indicates to the network whether the UE supports encryption of the resumeCasue. It also indicates its own capabilities in relation to encryption algorithm and encryption key. This symmetric key is a part of the AS security context of the UE. UE is assumed to have established the AS security context while in RRC_CONNECTED state prior to transitioning into RRC_INACTIVE state. The encryption is length-preserving, i.e., the length of the bit string representing the resumeCause in plaintext remains the same for the bit string of the encrypted resumeCasue.At the UE side, the solution uses a RRCRelease message sent by the network to inform the UE which key and encryption algorithm to use to encrypt the resumeCause in the successive RRCResumeRequest messages when UE is transitioning from RRC_INACTIVE state to RRC_CONNECTED state by sending RRCResumeRequest. 

The source cell may, if the UE supports encrypting the cause value, indicate to the UE to encrypt the resume cause indication. 

This could be indicated to the UE when the source indicates that the UE shall suspend the connection (i.e. RRC release with suspend indication).

The source node is the who provides the key and is the one who ultimately uses or dispatches the key to the target node.

The target cell may indicate that it does not support encryption/decryption to the UE by an indication in system information.

In case resume cause has been encrypted, the target node will ask the source node to decrypt it, otherwise the target node will simply take the value of the resume cause received from the plain text.

The target node would indicate to the source whether the target indicated to the UE to encrypt the cause value. 

At the network side, the gNB/ng-eNB uses I-RNTI sent by UE in the RRCResumeRequest message to retrieve the UE context and cryptographic key needed to decrypt the resumeCause. 

When the target requests the context of the UE from the source node, the source node may send both the key and potential other information needed to decrypt the cause value. 

The source may indicate that the source has asked the UE to encrypt the message explicitly, e.g., by a flag in a message. Alternatively, the source can indicate whether it has requested the UE to encrypt the cause value implicitly, and this implicit indication may be that the decryption key is provided. In absence of an indication from the source that the source has indicated that the UE shall encrypt, the target determines that the UE has not encrypted the cause value. If the source node does not support encrypted cause values, the source node may not support any related indication: or in other words, if the source doesn’t support encrypted cause values it cannot tell the target that it doesn’t support it.

The target would determine if the source node has requested the UE to encrypt the cause value based on an indication received from the UE. 

In this case, the UE will indicate in the RRCResumeRequest message on whether the cause value has been encrypted or not. 

Alternatively, the UE may use a completely new RRC message where the cause value has been encrypted and this will be an implicit indication for the target.

In case decryption is performed in the target node, the target node may be provided additional information aside from the key in order to decrypt the cause value, such as an indication of the algorithm used for encrypting the cause value. Such additional information may be indicated to the target by the source node.

The key functionality of the solution is that when UE camps on target node, the target node always contacts the source node identified by UE supplied I-RNTI to fetch the UE context. During the UE context retrieve procedure, both the source node and the target node indicates to one another whether they support encryption/decryption. Accordingly, the decryption may be done by either the source or the target gNB/ng-eNB. 

The symmetric key to encrypt/decrypt the resumeCause is denoted by KRRCResenc. 
It can be obtained using one of the following options:

1. Set to the encryption key KRRCenc
2. Derived from the encryption key KRRCenc using KDF as defined in TS 33.220

3. Derived from the KgNB using KDF as defined in TS 33.220

4. Derived by the network and provided to the UE in the RRC Release with suspended config message

The symmetric encryption scheme for encryption and decryption is 128-NEA as specified in TS 33.501. The 128-bit KEY is set to KRRCResenc. COUNT can be set to the maximum value of 232-1 to avoid repeat keystream when KEY is set to KRRCenc. COUNT can be set to zero when KRRCResenc is derived from KRRCenc.

The solution is applicable in the following scenarios:

1. When the source node and the target node support encryption

2. When the source node supports encryption, but the target node does not support encryption

3. When the source node does not support encryption, but the target node supports encryption
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Figure 6.X.2-1 Sequence Diagram for RRC Resume Cause Encryption Decryption

The source node is releasing the connection with the UE and sends the UE to RRC_INACTIVE by sending the RRCRelease message with suspend configuration. 

This message contains an indication that the UE shall encrypt the RRC resume cause value when it later resumes its connection. The source node also provides an I-RNTI (as per existing specifications).

The UE source may also provide potential input to the encryption procedure, e.g., the key itself, key derivation parameters, indication of which key to use, etc.

The UE moves around while it is in RRC_INACTIVE and ends up camping on a cell belonging to the target node. The target node indicates with a flag in system information that the target node supports encryption of the resume cause.

Since both the source and the target indicated that the UE shall encrypt the cause value, the UE will send the resume request message and encrypt the cause value. The UE also indicates other information in this message, such as the I-RNTI value.

The target node receives the resume request message and based on the I-RNTI value it determines which node is the source node for this UE. 

The target sends a UE context fetch request message to the source. 

The target node initiates the procedure by sending the XnAP RETRIEVE UE CONTEXT REQUEST message to the source node.

This request includes the I-RNTI value allowing the source to identify which UE’s context is requested. 

The request also contains the (encrypted) cause value that the target received from the UE.

If the source node is able to identify the UE context by means of the UE Context ID, and to successfully verify the UE by means of the integrity protection contained in the RETRIEVE UE CONTEXT REQUEST message, and decides to provide the UE context to the taregt node, it responds to the target node with the RETRIEVE UE CONTEXT RESPONSE message.

Optionally: the target indicates explicitly whether the target supports/has enabled encryption of the cause value. This indication can also be omitted since the source knows that if the target has indicated the cause value for a context fetch procedure it knows that the target supports encryption of the cause value. 

A gNB which has not implemented this whole procedure will not send the resume cause value in the context fetch procedure.

The source node will decrypt the cause value for the UE.

The source node returns the context to the target node and also indicates the decrypted cause value.

The target now has the UE’s context and the actual (decrypted) cause value and will use these to determine whether to accept reject the UEs resume request.

If the UE’s connection attempt is accepted the target node sends the RRC resume message to the UE, otherwise the target may send an RRC release or RRC reject message.

6.X.3
Evaluation

The solution reuses the symmetric key already possessed by both the UE and the network from the established AS security context when UE was in RRC_CONNECTED state prior to its state transition to RRC_INACTIVE.

It reuses the current trust model and procedures in relation to derivation and distribution of cryptographic material.

The solution does not require any modification in the structure of the RRCResumeRequest message.

*** END CHANGES ***

